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Top Devices with Weak Passwords

Virtual machines

loT devices

Tablets

NAS

Cameras

Routers

Prototyping platforms
Computers

Printers
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Top 10 Most Vulnerable Devices
Prototyping platform (1.92%)

Set-top box (2.14%) _

Unknown (1.80%) Smart TV (1.65%)

Media player (2.62%)
Camera (2.92%) 4

' Printer (8.70%)
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Top Vulnerability Categories (hidden backdoors)

File Inclusion

http Response Splitting
SQLInjection

Directory Traversal
Cross-site Request Forgery
Priviege Escalation
Cross-site Scripting
Memory Corruption
Restriction Bypass
Obtain Information
Overflow

Code Execution

Denial-of-Service
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Router Vulnerabilities

http Response Splitting
Cross Site Request Forgery
Cross Site Scripting
Memory Corruption
Directory Traversal
SQLInjection

Privilege Escalation
Restriction Bypass
Obtain Information
Other categories

Code Execution

Overflow

Denial of Service
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Network Attached Storage (NAS) Vulnerabilities

http Response Splitting

Cross Site Request Forgery

Cross Site Scripting

Directory Traversal

sQLInjection

Privilege Escalation

Restriction Bypass

Memory Corruption

Obtain Information

Other categories

Code Execution

Overflow

Denial of Service
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Computer Vulnerabilities

SQL Injection
Cross Site Scripting
Directory Traversal
Restriction Bypass
Memory Corruption
Privilege Escalation
Other categories
Code Execution
Obtain Information
Overflow

Denial of Service

g

10,00% 20,00% 30,00% 40,00% 50,00% 60,00%

IPARXSHSIF. FIZDoS (37.33%) . A —/N—T 00— (18.45%) . 1— RMD 31T (10.37%)  fEIRDUNE (6.83%) « HIFRD/N1/VZ (5.87%)
SQLAYT T3 (4.38%) HERFEME (4.07%) . T« LI RURSN—HIL (3.25%) A EVIEIE (1.78%) . VAR YA c XU F T4
(1.13%) DfEss LRI NE LT

Camera Vulnerabilities

Cross Site Scripting
Memory Corruption
Directory Traversal
Privilege Escalation
SQL Injection
Restriction Bypass
Other categories
Obtain Information
Code Execution

Overflow

Denial of Service
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Media Player Vulnerabilities

http Response Splitting
Directory Traversa
SQLInjection

Other categories
Restriction Bypass
Memory Corruption
Code Execution
Obtain Information
Overflow

Privilege Escalation

Denial of Service
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Smartphone Vulnerabilities

http Response Splitting ]
File Inclusion

Code Execution
Cross Site Scripting
Restriction Bypass
Other categories
SQLInjection
Directory Traversal
Memory Corruption
Code Execution
Obtain Information
Privilege Escalation

Overflow

Denial of Service
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Smart TV Vulnerabilities

Cross Site Scripting ‘
Directory Traversal I
SQLInjection .
Code Execution
Other categories
Restriction Bypass
Memory Corruption
Privilege Escalation
Overflow
Obtain Information

Denial of Service
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Printer Vulnerabilities

Memory Corruption

Restriction Bypass

Privilege Escalation

Other categories

Directory Traversal

Obtain Information

Cross Site Scripting

Denial of Service

Overflow

Code Execution
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Streaming Device Vulnerabilities

Cross Site Request Forgery
Directory Traversal
SQLInjection

Cross Site Scripting
Memory Corruption
Privilege Escalation
Restriction Bypass
Obtain Information
Other categories
Code Execution

Overflow

Denial of Service
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Prototyping Platform Vulnerabilities

Privilege Escalation
Memory Corruption
Other categories
Directory Traversal
Cross Site Scripting
Restriction Bypass
Obtain Information
Code Execution
Overflow

Denial of Service
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Virtual Machine Vulnerabilities

SQL Injection -

Directory Traversal .
Cross Site Scripting .
Memory Corruption
Restriction Bypass
Other categories
Obtain Information
Code Execution
Overflow

Privilege Escalation

Denial of Service
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loT Device Vulnerabilities

Cross Site Scripting I
Memory Corruption
SQL Injection
Privilege Escalation
Code Execution
Directory Traversal
Restriction Bypass
Other categories
Overflow

Obtain Information

Denial of Service
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Bitdefender is a global security technology company that delivers solutions in more than 100 countries through a network of value-added alliances,
distributors and reseller partners. Since 2001, Bitdefender has consistently produced award-winning business and consumer security technology, and is a
leading security provider in virtualization and cloud technologies. Through R&amp;D, alliances and partnership teams, Bitdefender has elevated the highest
standards of security excellence in both its number-one-ranked technology and its strategic alliances with the world’s leading virtualization and cloud
technology providers. More information is available at http://www.bitdefender.com/
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